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BACKGROUND 

Field 

[0001] The present invention relates generally to registration systems and, more 

particularly, to registering nodes in a communication network. 

Description of the Related Art 
[0002] In conventional time division multiplex data communication systems where 

the exact participants are unknown, a procedure must exist to account for and handle 
the possibility of messages being transmitted at substantially the same time and, thus, 
being "garbled." The procedures to handle the garbled messages vary depending on 
the communication system. In a classic ALOHA network, a network participant 
transmits its message and listens at the same time, or after some predefined delay. If 
the transmitting network participant hears its own garbled message, then the network 
participant backs-off and waits a predetermined amount of time before retransmitting 
its message. 

[0003] A variation to the classic ALOHA network is the slotted ALOHA network 

scheme. Slotted ALOHA improves on the performance of a pure ALOHA network by 
requiring the network participants to transmit within predefined time boundaries. A 
drawback to this approach is its requirement that one participant provide a timing 
marker for the other network participants. 

[0004] Carrier Sense Multiple Access (CSMA) networks provide an improvement 

over ALOHA networks by requiring that each participant listen for another 
transmission before attempting to transmit. In Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) schemes (e.g., IEEE 802.3), a sender (i.e., a 
transmitting participant) must determine that the voltage level on the medium is not 
greater than that generated by the sender, (i.e., itself). If the detected voltage level is 
greater, a collision is detected (e.g., another participant is also transmitting). In IEEE 
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802.3, the sender will then follow a binary exponential back-off scheme until it can 
send its message in the clear (i.e., without collision). 

[0005] Multiple Access with Collision Avoidance (MACA) techniques use the 

broadcast of RTS and CTS messages to minimize the likelihood of collisions. 
However, when a collision does occur, a binary exponential back-off scheme is used 
to determine when a retry is to be attempted. 

[0006] The aforementioned methodologies have at least two things in common. First, 

each participant in the network is responsible for determining if a collision has 
occurred. Second, retries occur at random times after the collision, either over a fixed 
period of time or over a period of time that continually expands, possibly 
exponentially. These two factors are the basis for potential drawbacks with the 
aforementioned schemes. 

[0007] One drawback is that each unit in the network must be capable of detecting 

collisions, potentially even while the unit is transmitting a message. In radio- 
frequency-based networks, this may be a difficult, if not impossible, task. Another 
drawback, is that, if a network is lightly loaded and the time within which units may 
retry transmissions after detecting a collision is fixed, there may be a significant 
amount of wasted time. Alternatively, if the network is heavily loaded, collisions may 
be excessive, and no message gets through. If the retry time is permitted to expand, 
then the delay time might, again, be excessive. 

[0008] One possible solution to the bus contention and message collision problems is 

to use a command-response scheme. The command-response approach requires a 
primary, or "base," unit that controls all communication between the network 
participants. That is, the secondary, or "remote," units will not transmit unless 
commanded by the base. While this addresses the bus contention problem once the 
network is established, a drawback is the requirement that the base unit know the 
identifiers of all remote units on the network. The problem of initially registering the 
remote units into the network when their number and identifiers are unknown still 
remains. One approach would be to use the aforementioned collision resolution 
methodologies to initially set up the network, but, this would incur all the problems 
inherent in the collision resolution methodologies, if only for the initialization phase. 
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[0009] One of the inherent problems is potential and likelihood of collisions. Where 

a network contains a large number of nodes, it is very likely that a substantial number 
of these nodes will be simultaneously transmitting during the initialization phase and, 
thus, causing a collision. The voltage or energy level of a collision is proportional to 
the number of nodes that participated in or contributed to the collision, and a high 
voltage or energy level associated with a collision can have damaging consequences. 

[00010] For example, in a radio frequency (RF) network with a large number of nodes 

capable of communicating with one another, a collision involving a large number of 
these nodes will result in a substantial increase of energy in the RF field. The 
resulting increase of energy in the RF field can have drastic consequences depending 
on the environment in which the RF network is operating. By way of example, an 
increase of energy in the RF field can cause the detonation of energy sensitive devices 
or materials, can have harmful side effects for humans or animals, as well as other 
undesirable side effects. Therefore, it may be important to limit the number of nodes 
(i.e., transmitters) that can transmit at any one time, thus, limiting the energy in the RF 
field by reducing the interference and RF noise. 

[00011] Thus, a system and method for initializing a data communication network ■ 

without a priori knowledge of the identity of the node addresses in the network, and 
which avoids the issues and problems associated with collision resolution 
methodologies is desired. Additionally, a system and method of limiting the number 
of nodes that can transmit at any one time is also desired. Furthermore, a system and 
method of registration that is accomplished in a deterministic amount of time is 
likewise desired. 

SUMMARY 

[00012] In one embodiment, a method for deterministic registration for communication 

networks comprises transmitting a node register command over a network, the node 
register command comprising a first plurality of bits and a second plurality of bits, the 
first and second plurality of bits addressing a range of nodes that should respond to the 
node register command, and a plurality of time slot delays, during each of the plurality 
of time slot delays, listening to the network for a response from a node in the range of 
nodes, the node determined by each of the plurality of time slot delays, and responsive 
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to detecting a response, determining a responding node corresponding to the response 
and designating the responding node as registered. 
[00013] In another embodiment, a method for registering during a deterministic 

registration process comprises, at a node, receiving a node register command 
addressing a range of nodes, the node register command comprising a plurality of time 
slot delays, determining whether the node is in the range of addressed nodes, 
responsive to determining that the node is in the range of addressed nodes, waiting for 
a proper time slot delay, the proper time slot delay being one of the plurality of time 
slot delays, the proper time slot delay corresponds to the node, and transmitting a 
message during the proper time slot delay, the message being a response to the node 
register command. 

[00014] In still another embodiment, a computer-readable storage medium having 

stored thereon computer instructions that, when executed by a computer, cause the 
computer to transmit a node register command over a network, the node register 
command comprising a first plurality of bits and a second plurality of bits, the first 
and second plurality of bits addressing a range of nodes that should respond to the 
node register command, and a plurality of time slot delays, each of the plurality of 
time slot delays designated for one of the range of nodes to transmit a response 
message, during each of the plurality of time slot delays, listen to the network for the 
response message, and responsive to detecting a response message, determine a 
responding one of the range of nodes that transmitted the response message and 
designate the one of the range of nodes as registered. 

[00015] In yet another embodiment, a computer-readable storage medium having 

stored thereon computer instructions that, when executed by a computer, cause the 
computer to receive a node register command addressing a range of nodes, the node 
register command comprising a plurality of time slot delays, determine whether to 
respond to the node register command, and responsive to determining to respond to 
the node register command, transmit a message during an assigned time slot delay, the 
assigned time slot delay being one of the plurality of time slot delays, the message 
being a response to the node register command. 

[00016] In a further embodiment, a method for calibrating a receiver comprises, during 

a first portion of a time slot delay, determining a level of ambient noise in a network, 
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determining a ceiling of the level of ambient noise, setting a threshold for a good 
signal to a predetermined level above the ceiling of the level of ambient noise, and 
during a second portion of the time slot delay, listening to the network for a signal. 

[00017] In a still further embodiment, a system for deterministic registration for 

communication networks comprises a means for transmitting a node register 
command over a network, the node register command addressing a plurality of nodes 
that should respond to the node register command, the node register command 
comprising a plurality of time slot delays, each of the plurality of time slot delays 
designated for one of the plurality of addressed nodes to transmit a response message, 
a means for detecting a transmission of a response message during each of the 
plurality of time slot delays, a means for determining a responding node responsive to 
detecting a response message, the responding node being one .of the plurality of 
addressed nodes, and a means for designating the responding node as registered. 

[00018] In a yet further embodiment, a system for registering during a deterministic 

registration process comprises a means for receiving a node register command, the 
node register command addresses a plurality of nodes, the node register command 
comprising a plurality of time slot delays, a means for determining whether to respond 
to the node register command, and a means for transmit a message during an assigned 
time slot delay in response to determining to respond to the node register command, 
the assigned time slot delay being one of the plurality of time slot delays, the message 
being a response to the node register command. 

[00019] These and other embodiments of the present invention will also become 

readily apparent to those skilled in the art from the following detailed description of 
the embodiments having reference to the attached figures, the invention not being 
limited to any particular embodiment(s) disclosed. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[00020] The following drawings incorporated in and forming a part of the specification 

illustrate, and together with the detailed description serve to explain the various 
aspects of the implementation(s) and/or embodiments of the invention and not of the 
invention itself. 
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[000211 Figure 1 is a diagram illustrating an exemplary environment in which a system 

of the present invention may operate. 
[00022) Figure 2 illustrates selected components of an interrogator node, according to 

one embodiment of the present invention. 
[00023] Figure 3 illustrates selected components of a remote node, according to one 

embodiment of the present invention. 
[00024] Figure 4 illustrates an exemplary identifier, according to one embodiment of - 

the present invention. 

[00025] Figure 5 illustrates a flow chart of one embodiment of a method by which an 

interrogator node initiates registration of a specific remote node, according to the 
present invention. 

[00026] Figure 6 illustrates one embodiment of a specific node registration 

command/response packet, according to the present invention. 
[00027) Figure 7 illustrates a flow chart of one embodiment of a method by which an 

interrogator node initiates registration of one or more remote nodes, according to the 

present invention. 

[00028] Figure 8 is an exemplary illustration of a time slot delay, according to one 

embodiment of the present invention. 
[00029] Figure 9 illustrates an exemplary multiple node registration command packet, 

according to one embodiment of the present invention. 
[00030] Figure 10 illustrates a flow chart of one embodiment of a method by which a 

remote node processes a registration command, according to the present invention. 
[00031] Figure 1 1 illustrates a flow chart of one embodiment of a method by which an 

interrogator node processes a registration response from an addressed remote node, 

according to the present invention. 
[00032] Figure 12 illustrates a flow chart of one embodiment of a method by which an 

interrogator node processes messages received in response to a multiple node 

registration command packet, according to the present invention. 
[00033] Figure 13 illustrates a flow chart of one embodiment of a method by which an 

interrogator node calibrates its receiver, according to the present invention. 
[00034] Figure 14 illustrates an exemplary calibration period, according to one 

embodiment of the present invention. 
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[00035] Figure 15 illustrates an exemplary registered nodes confirmation packet, 

according to one embodiment of the present invention. 
[00036] Figure 16 illustrates a flow chart of one embodiment of a method by which a 

remote node processes a registered nodes confirmation packet, according to the 

present invention. 

DETAILED DESCRIPTION 

[00037] Munitions, such as, by way of example, missile systems, are stored most of 

their lives. While stored, the munitions remain dormant and their condition is not 
readily known. Furthermore, while stored, the munitions may become inoperable for 
one or more reasons, such as, by way of example, humidity, temperature, vibration, 
low power, component failure, and the like. When a particular piece of munitions is 
needed, the munitions may be "down" and not operable for one or more reasons. 
Therefore, the condition of the munitions need to be periodically and repeatedly 
ascertained in order to ensure the readiness of the munitions. 

[00038] Munitions are typically stored by the thousands without adequate location or 

identification information. To determine the diagnostic condition of the munitions, an 
individual typically mounts a computer, such as a laptop computer, next to each piece 
of stored munitions, and executes one or more programs which communicate with the 
munitions to determine the munitions' health (i.e., diagnostic condition). Thus, it is, 
extremely time consuming to obtain the health of thousands of stored munitions in 
this manner. 

[00039] Certain types of munitions are also very sensitive to changes in its surrounding 

energy levels. For example, missiles are very volatile and their warheads may be set 
off by excessive transmissions made by surrounding communication devices (e.g., RF 
transmitters), which result in an energy increase in the RF field. 

[00040] The registration system and corresponding methods of the present invention 

create a networked environment that facilitates communication between a control or 
interrogator node and one or more remote nodes. The interrogator node, which is 
analogous to the aforementioned laptop computer, can be carried to a location 
proximate to where the munitions are stored. Each remote node can be coupled to one 
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or more pieces of munitions and can function to communicate with, and provide one 
or more items of diagnostic data to the interrogator node. 

(000411 When carried to a location proximate to where the munitions are stored, the 

interrogator node can be instructed or prompted to communicate with the remote 
nodes utilizing a communication medium conforming to, by way of example, one or 
more wireless communication protocols. Utilizing the communication medium, the 
interrogator node can register the remote nodes to create a network environment. 

[000421 In one embodiment, during registration, the interrogator node determines the 

identity and/or identification information necessary to identify and communicate with 
a particular remote node. Moreover, during the registration of the remote nodes, at 
most one remote node is transmitting at any instance in time, thus, reducing 
interference and RF noise that typically result from collisions caused by multiple 
nodes communicating at substantially the same time. Once one or more remote nodes 
are registered into the network environment, the interrogator node can request and 
obtain one or more items of diagnostic information from the registered remote nodes. 

[00043J The various embodiments of the present invention and their advantages are 

best understood by referring to 1 through 16 of the drawings. The elements of the 
drawings are not necessarily to scale, emphasis instead being placed upon clearly 
illustrating the principles of the invention. Throughout the drawings, like numerals 
are used for like and corresponding parts of the various drawings. 

[00044] The drawings represent and illustrate examples of the various embodiments of 

the invention, and not a limitation thereof. It will be apparent to those skilled in the 
art that various modifications and variations can be made in the present invention 
without departing from the scope and spirit of the invention as described herein. For 
instance, features illustrated or described as part of one embodiment can be included 
in another embodiment to yield a still further embodiment. Moreover, variations in 
selection of materials and/or characteristics may be practiced to satisfy particular 
desired user criteria. Thus, it is intended that the present invention covers such 
modifications as come within the scope of the present features and their equivalents. 

[000451 Furthermore, reference in the specification to "an embodiment," "one 

embodiment," or "various embodiments" means that a particular feature or aspect of 
the invention described in conjunction with the particular embodiment is included in 
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at least one embodiment of the present invention. Thus, the appearance of the phrases 
"in one embodiment," "in another embodiment," or variations thereof in various 
places throughout the specification are not necessarily all referring to its respective 
embodiment. 

[00046] Even though the embodiments of the registration system and corresponding 

methods are described with reference to munitions systems, those of ordinary skill in 
the art will appreciate that the registration system may be readily applied to other 
environments where a network participant desires to communicate with one or more 
other network participants whose identity is not known beforehand. Furthermore, it 
will also be apparent to those skilled in the art that the registration process of the 
present invention is suitable for various types of networks, including both wired, 
wireless, and any combination thereof, and various types of applications other than 
diagnostic applications. 

[00047] Turning first to the nomenclature of the specification, the detailed description 

that follows is presented largely in terms of processes and symbolic representations of 
operations performed by conventional and/or application specific computers, 
including computer components. A computer may be any microcontroller, 
microprocessor or processor (hereinafter referred to as processor) controlled device such 
as, by way of example, personal computers, workstations, servers, clients, mini- 
computers, main-frame computers, laptop computers, a network of one or more 
computers, mobile computers, portable computers, handheld computers, palm top 
computers, set top boxes for a TV, interactive televisions, interactive kiosks, personal 
digital assistants, interactive wireless devices, mobile browsers, or any combination 
thereof The computer may possess input devices such as, by way of example, a 
keyboard, a keypad, a mouse, a microphone, or a touch screen, and output devices such 
as a computer screen, printer, or a speaker. Additionally, the computer includes memory 
such as a memory storage device or an addressable storage medium. 

[00048] The computer may be a uniprocessor or multiprocessor machine. Additionally 

the computer, and the computer memory, may advantageously contain program logic or 
other substrate configuration representing data and instructions, which cause the 
computer to operate in a specific and predefined manner as, described herein. The 
program logic may advantageously be implemented as one or more modules. The 



10 



Attorney Docket No.: 01-1110.02 



modules may advantageously be configured to reside on the computer memory and 
execute on the one or more processors. The modules include, but are not limited to, 
software or hardware components that perform certain tasks. Thus, a module may 
include, by way of example, components, such as, software components, processes, 
functions, subroutines, procedures, attributes, class components, task components, 
object-oriented software components, segments of program code, drivers, firmware, 
micro-code, circuitry, data, and the like. 

[00049] The program logic conventionally includes the manipulation of data bits by the 

processor and the maintenance of these bits within data structures resident in one or 
more of the memory storage devices. Such data structures impose a physical 
organization upon the collection of data bits stored within computer memory and 
represent specific electrical or magnetic elements. These symbolic representations are 
the means used by those skilled in the art to effectively convey teachings and discoveries 
to others skilled in the art. 

[00050] The program logic is generally considered to be a sequence of computer- 

executed steps. These steps generally require manipulations of physical quantities. 
Usually, although not necessarily, these quantities take the form of electrical, 
magnetic, or optical signals capable of being stored, transferred, combined, compared, 
or otherwise manipulated. It is conventional for those skilled in the art to refer to 
these signals as bits, values, elements, symbols, characters, text, terms, numbers, 
records, files, or the like. It should be kept in mind, however, that these and some 
. other terms should be associated with appropriate physical quantities for computer 
operations, and that these terms are merely conventional labels applied to physical 
quantities that exist within and during operation of the computer. 

[00051] The program logic can be maintained or stored on a computer-readable storage 

medium. The term "computer-readable storage medium" refers to any medium that 
participates in providing the symbolic representations of operations to a processor for 
execution. Such media may take many forms, including, without limitation, volatile 
memory, nonvolatile memory, electronic transmission media, and the like. Volatile 
4 memory includes, for example, dynamic memory and cache memory normally present 
in computers. Nonvolatile memory includes, for example, optical or magnetic disks. 
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[00052] It should be understood that manipulations within the computer are often 

referred to in terms of adding, comparing, moving, searching, or the like, which are 
often associated with manual operations performed by a human operator. It is to be 
understood that no involvement of the human operator may be necessary, or even 
desirable. The operations described herein are machine operations performed in 
conjunction with the human operator or user that interacts with the computer or 
computers. 

[00053] It should also be understood that the programs, modules, processes, methods, 

and the like, described herein are but an exemplary implementation and are not 
related, or limited, to any particular computer, apparatus, or computer language. 
Rather, various types of general purpose computing machines or devices may be used 
with programs constructed in accordance with the teachings described herein. 
Similarly, it may prove advantageous to construct a specialized apparatus to perform 
the method steps described herein by way of dedicated computer systems with hard- 
wired logic or programs stored in non- volatile memory, such as, by way of example, 
read-only memory (ROM). 

[00054] Referring now to the drawings, Fig. 1 is a diagram illustrating an exemplary 

environment 10 in which a system of the present invention may operate. As depicted, 
system 1 0 includes an interrogator node 1 02 coupled to one or more remote nodes 
106. In particular, interrogator node 102 and remote nodes 106 are coupled through a 
network 104. As used herein, the terms "connected," "coupled," or any variant 
thereof, means any connection or coupling, either direct or indirect, between two or 
more elements; the coupling or connection between the elements can be physical, 
logical, or a combination thereof. 

[00055] Interrogator node 102 generally functions to request and facilitate the 

registration of one or more remote nodes 106. Interrogator node 102 includes 
program logic to initiate and enable communication with and registration of one or 
more remote nodes 106. Interrogator node 102 can also include program logic to 
request and obtain diagnostic information from one or more registered remote nodes 
106. 

[00056J In one embodiment, interrogator node 102 may be a handheld computing 

device, such as, by way of example, a personal digital assistant (PDA), a portable 
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computing device, and the like. Interrogator node 102 may provide an interface 
through which a user can initiate the registration process. Once initiated, interrogator 
node 102 can transmit, for example, a broadcast message (i.e., a registration 
command), which requests registration from one or more remote nodes 106 capable of 
receiving the transmitted broadcast message. Interrogator node 102 then listens for 
and receives responses to the registration command transmitted by one or more 
responding remote nodes 106 and proceeds to register the responding remote nodes 
106 as described herein. In other embodiments, interrogator node 102 may be other 
computing devices, such as, by way of example, laptop computers, servers, desktop 
computers, and the like, capable of and suitable for performing the registration 
process as described herein. Interrogator node 102 and the registration process are 
further described below. 
[00057] Remote node 106 generally functions to respond to received messages, 

including registration commands transmitted by interrogator node 102, monitor a 
coupled munitions system, and provide any requested diagnostic information 
regarding its corresponding munitions system. Remote node 106 includes program 
logic to detect and/or receive registration commands transmitted by interrogator node 
102 and to register with interrogator node 102. Remote node 106 may also include 
program logic to obtain and provide diagnostic information regarding one or more 
munitions systems. 

[00058] In one embodiment, remote node 106 may be a control device that is coupled 

to a munitions system. Remote node 106 can periodically monitor the munitions 
system to ascertain the diagnostic condition and health of the coupled munitions 
system. Remote node 1 06 may additionally receive registration command messages 
and participate in the corresponding registration process as described herein. In other 
embodiments, remote node 1 06 can be coupled to and monitor more than one 
munitions system. Remote node 106 is further described below. 

[00059] Network 104 generally provides a communications medium suitable for 

facilitating communication between coupled devices such as interrogator node 102 
and remote nodes 106. Network 104 allows interrogator node 102 and remote nodes 
106 to communicate with each other during the registration process as described 
herein. 
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[00060] In one embodiment, network 104 may include a communications system that 

supports a variety of communications, such as, by way of example, a radio frequency 
(RF), specialized mobile radio (SMR), analog cellular, digital cellular, optical, 
personal communication system (PCS), Cellular Digital Packet Data (CDPD), RAM 
mobile data, Enhanced Specialized Mobile Radio (ESMR), infrared (e.g., IRDA), and 
the like. Network 104 may support and utilize one or more communications protocols 
such as, byway of example, Bluetooth, Inband, Integrated Services Digital Network 
(ISDN), Signaling System 7 (SS7), Enhanced Throughput Cellular (ETC), Enhanced 
Cellular Control (EC2), Mobile Data Link Protocol, various optical network 
protocols, and the like. 

[00061] In other embodiments, network 104 may support a wired communication 

medium and protocol. For example, network 104 may include a local area network 
(LAN) configured in one or more of various configurations or topologies, such as, by 
way of example, Ethernet, token ring, wheel and spoke, and the like. Network 104 
may also support the Internet and the World Wide Web. In still other embodiments, 
network 104 may support any combination of the aforementioned wireless and wired 
communications and corresponding communication protocols. 

[00062] r Fig. 2 illustrates selected components of interrogator node 102, according to 

one embodiment of the present invention. As depicted, interrogator node 102 includes 
a processor 202, a memory 204, a data store 206, and a communication component 
208. Processor 202 generally functions to control the operation of one or more 
components of interrogator node 102. For example, processor 202 executes the 
program logic designed to facilitate the registration of remote nodes 106 as disclosed 
herein. 

[00063] Memory 204 is coupled to processor 202 and includes computer readable 

storage medium. Memory 204 generally functions to maintain and provide program 
logic, including units of information and data, to processor 202 for execution. For 
example, processor 202 accesses the information and data, including the program 
logic, stored in memory 204 to perform the registration process. 

[00064] Data store 206 is coupled to processor 202 and memory 204. Data store 206 

generally functions to store registration data and information. Data store 206 can also 
store the program logic that is executed by processor 202. Communication 
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component 208 is coupled to processor 202, memory 204, and data store 206. 
Communication component 208 generally functions to provide communication with 
remote nodes 106 over network 104. Among other functions, communication 
component 208 may transmit and receive messages over network 104. 

[00065] Fig. 3 illustrates selected components of remote node 106, according to one 

embodiment of the present invention. As depicted, remote node 106 includes 
processor 302, memory 304, identifier 306, and communication component 308. 
Processor 302 generally functions to control the operation of remote node 106. For 
example, processor 302 executes program logic to participate in the registration 
process as disclosed herein. Processor 302 may also execute program logic to obtain 
the diagnostic health and condition of one or more munitions systems and accordingly 
provide the diagnostic information to interrogator node 102. 

[00066] Memory 304 is coupled to processor 302 and includes computer readable 

storage medium. Memory 304 generally functions to maintain and provide program 
logic, including units of information and data, to processor 302 for execution. For 
example, processor 302 accesses the information and data, including the program 
logic, stored in memory 304 to participate in the registration of remote node 106. 

[00067] Identifier 306 is coupled to processor 302 and memory 304, and generally 

functions to uniquely identify its associated or coupled remote node 106. Fig. 4 
illustrates an exemplary identifier 306, according to one embodiment of the present 

invention. Generally, identifier 306 is composed of a sequence of bits that uniquely 

r 

identifies the corresponding remote node 106. The plurality of bits may be assembled 
or grouped into one or more sets, where each set is composed of one or more bits. 

[000681 As depicted in Fig. 4, by way of example, identifier 306 is composed of thirty- 

two (32) bits (bit number 0 is the least significant bit and bit number 31 is the most 
significant bit) comprising a segment set number, a frame set number, and a serial 
number. As depicted, bits 31 to 20 comprise the segment set number, bits 19 to 1 1 
comprise the frame set number, and bits 10 to 0 comprise the serial number. The 
segment set number, frame set number, and serial number work in conjunction to 
uniquely identify remote node 106. 

[00069] A technical advantage to grouping the plurality of bits that make up identifier 

306 for a particular remote node 106 into one or more sets is that this allows remote 
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node 106 to belong to and be identified as a member of the one or more sets. 
Continuing the above example, 32 bits in identifier 306 facilitates the identification of 
4,294,967,296 "(2 32 ) unique remote nodes 106 capable of participating in a 
communication network and, thus, a registration process as disclosed herein. The 
4,294,967,296 remote nodes 106 may be thought of as the "Universe Set." 
[00070] In the example and as depicted in Fig. 4, the Universe Set is divided into 4096 

(2 12 ) "Segment Sets" that can each contain up to 1,048,576 (2 20 ) remote nodes 106. 
Each Segment Set is divided into 512 (2 9 ) subsets or "Frame Sets" that can each 
contain up to 2,048 (2 1 ] ) remote nodes 106. Grouping the bits in this manner 
facilitates the identification of each remote node 106 by making it a member of a 
specific Frame Set that is a member of a specific Segment Set that is in turn a member 
of a specific Universe Set. 
[00071] By way of example, in the case of munitions systems, the Universe Set can be 

the set of all munitions. The Universe Set of munitions can then be categorized 
according to storage location, where a Segment Set identifies a specific storage 
location. The munitions at each storage location can then be categorized according to 
type of munitions, where a Frame Set identifies a specific munitions type. Each item 
of munitions of a particular type (as identified by a frame set number) and stored at a 
particular location (as identified by a segment set number) can be further identified by 
a unique serial number. Thus, an item of munitions can be categorized according to 
one or more factors that describe the item of munitions, and this information can be 
maintained in the munitions' identifier. 
[00072] In the following description, for purposes and ease of explanation, the 

deterministic registration process will further be explained in the context of utilizing 
identifier 306 to identify remote node 106: However, it will be appreciated that 
identifier 306 need not be limited in the manner discussed above, and the 
deterministic registration process may be practiced with an identifier that is composed 
of a plurality of bits that are not grouped into sets and subsets. By way of example 
and not limitation, an identifier suitable for use in the deterministic registration 
process may be composed of a different number of bits, contain a different number of 
sets (including no sets), contain a different number of bits in each set, etc. 
Furthermore, the use of the names "Universe Set," "Segment Set" and "Frame Set" 
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are arbitrary and only for ease of explanation. Thus, the deterministic registration 
process is not intended or meant to be limited to the described exemplary process and 
the use of the aforementioned identifier 306. 

[000731 For example, in another embodiment, identifier 306 can be implemented as an 

index into a database of unique identifiers (e.g., unique addresses, serial numbers, 
etc.), which can be used to uniquely identify remote node 106. In this instance, 
identifier 306 can reference a.database location containing a unique identifier for 
remote node 106. The database can be maintained on interrogator node 102 or other 
suitable computing or storage device. In other embodiments, identifier 306 can 
reference a database location that contains other information regarding remote node 
106, such as, by way of example, information and data pertaining to the munitions 
system or other apparatus coupled to remote node 106. 

[00074] Referring again to Fig. 3, communication component 308 is coupled to 

processor 302, memory 304, and identifier 306. Communication component 308 
generally functions to provide communication with interrogator node 102 over 
network 104. Communication component 308 may also provide communication with 
other devices coupled to and/or accessible over network 104, such as, by way of 
example, other remote nodes 106. Among other functions, communications 
component 308 may transmit and receive messages over network 104. In smother 
embodiment, communication component 308 may also provide communication with 
one or more munitions systems, thus, enabling remote node 106 to obtain diagnostic 
information regarding the one or more munitions systems. 

[000751 One of ordinary skill in the art will appreciate that the depicted components 

and modules are only exemplary and that the functionality provided for in the 
components, modules, and databases may be combined into fewer components, 
modules, or databases or further separated into additional components, modules, or 
databases. In some embodiments, one or more of the functions provided by the 
modules, components, and databases may be optional and not implemented or present. 

[00076] Fig. 5 illustrates a flow chart of one embodiment of a method 500 by which 

interrogator node 102 initiates registration of a specific remote node 106, according to 
the present invention. In particular, method 500 outlines a process by which 
interrogator node 102 requests and registers an addressed remote node 106. During 
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method 500, interrogator node 102 and the addressed remote node 106 interact to 
perform a registration of the addressed remote node 106 with interrogator node 102, 
which enables interrogator node 102 to subsequently communicate with the registered 
remote node 106. 

[00077] By way of example, a user (e.g., person) may want to discern the current 

condition of a particular stored munitions system. The munitions system may be 
stored in a suitable munitions storage area and may be coupled to a status 
communication device, such as remote node 106 described herein. Remote node 106 
is operable to communicate and interact with a host device, such as interrogator node 
102 described herein, to report the condition or status of the coupled munitions 
system. 

[00078] The user wanting to obtain information regarding the condition of the stored 

munitions systems can transport the host device to the proximate location of the stored 
munitions systems. The host device needs to be sufficiently close to the status 
communication devices to enable proper communication and interaction between the 
devices. One of ordinary skill will appreciate that the proximity of the devices is 
dependent on, among other factors, the utilized communication medium and protocol. 

[00079] Although the example and description describes steps being performed by a 

human user (i.e., user wanting to discern the current condition of a stored munitions 
system) interacting with, for example, the host device, it should be understood that 
some or all of the steps and/or actions of the user can be performed automatically by 
the host device. For example, a host device coupled to a network may be programmed 
to interrogate the network to identify and register the network participants as disclosed 
herein. 

[00080] Referring again to method 500, beginning at a start step, the user can transport 

interrogator node 102 to the storage area and initiate a registration process, for 
example, by powering on interrogator node 102 and inputting a predetermined 
command and necessary data to request a specific remote node 106 to register with 
interrogator node 102. At step 502, interrogator node 102 receives the user request to 
register an addressed remote node 106. For example, this information may be 
received via one or more user interfaces (i.e., application windows, menus, 
commands, etc.) executed on interrogator node 102. 

o 
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[00081] At step 504, interrogator node 102 retrieves the user-specified segment set 

number, frame set number and serial number of the addressed remote node 106. For 
example, the user may provide the address information (i.e., segment set number, 
frame set number and serial number) contemporaneously with the request to register 
remote node 106, and the address information identifies the desired remote node 106. 
Generally, the manufacturer of remote node 106 stores a unique serial number in each 
remote node 106 it manufacturers. The serial number is a number (i.e., sequence of 
ones and zeros) that typically is not all zeros, and that uniquely identifies remote node 
106. 

[00082] At step 506, interrogator node 102 creates a specific node registration 

command packet by, for example, concatenating an encoding for a "node register 
command," the segment set number, the frame set number and the serial number. The 
specific node registration command packet is a message (i.e., bit sequence) that 
interrogator node 102 and remote nodes 106 recognize and understand to be a 
command for the addressed remote node 106 to register with interrogator node 102. 

[00083] Fig. 6 illustrates one embodiment of a specific node registration 

command/response packet 600, according to the present invention. The specific node 
registration command/response packet is, depending on the command field contents, 
either a command for an addressed remote node 106 to register with interrogator node 
102 or a response from the addressed remote node 106 to register with interrogator 
node 102. As depicted, packet 600 is a bit sequence of zeros and ones. 

[00084] By way of example, packet 600 is composed of thirty-seven (37) bits (bits 0 to 

bit 36, where bit 0 is the least significant bit and bit 36 is the most significant bit) 
comprising a command field in bits 36 to 32, followed by the 32 bits that comprise 
identifier 306 (see Figure 4). In particular, a five (5) bit binary encoding 
corresponding to the node register command is placed in the command field (bits 36 
to 32), a binary representation of the segment set number is placed in the next twelve 
bits (bits 31 to 20), a binary representation of the frame set number is placed in the 
next nine bits (bits 19 to 11), and a binary representation of the serial number is placed 
in the next eleven bits (bits 10 to 0) of packet 600. 

[00085] For example, assuming that the binary sequence '0001 1 ' is the encoding for a 

node register command, the user may have previously specified 4, 12 and 3 as the 
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segment set, frame set and serial numbers, respectively, of remote node 106 that is to 
register with interrogator node 102. In this instance, packet 600 will contain the 
following bit sequence: '0001 1000000001000000001 1000000000001 1 \ It will be 
appreciated that the length of the command field (i.e., the number of bits necessary to 
encode the command) in packet 600 may be of varying lengths, and is dependent on 
factors, such as the number of commands that need to be encoded. Moreover, the 
ordering of the fields may be different in certain embodiments. For example, the 
command encoding may appear at a different location in packet 600. 

[00086] Referring again to method 500, at step 508, interrogator node 102 transmits the 

specific node registration command packet. For example, interrogator node 102 
transmits the just created packet 600, which identifies the addressed remote node 106 
over network 104 for receipt by the one or more remote nodes 106 that are coupled to 
network 104. Subsequent to transmitting the specific node registration command 
packet, interrogator node 102 resumes processing, for example, command/response 
communications and various other functions. 

[00087] Those of ordinary skill in the art will appreciate that, for this and other 

methods disclosed herein, the functions performed in the exemplary flow charts may 
be implemented in differing order. Furthermore, steps outlined in the flow charts are 
only exemplary, and some of the steps may be optional, combined into fewer steps, or 
expanded into additional steps without detracting from the essence of the invention. 

[00088] Fig. 7 illustrates a flow chart of one embodiment of a method 700 by which 

interrogator node 102 initiates registration of one or more remote nodes 106, 
according to the present invention. In particular, method 700 outlines a process by 
which interrogator node 102 specifies a range of remote nodes 106 that are to register 
with interrogator node 102. The range of remote nodes 106 is determined by the 
addressed segment set and frame set, which may be provided by a user. During 
method 700, interrogator node 102 and remote nodes 106 that are in the addressed 
segment set and frame set interact to perform a registration of remote nodes 106 in the 
specified range with interrogator node 102, which enables interrogator node 102 to 
subsequently communicate with the registered remote nodes 106. 

[00089] Continuing the above munitions system example, the user (e.g., person) may 

, want to discern the current condition of the stored munitions systems that belong to a 
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particular segment set and frame set, but, may not know the serial numbers of each 
remote node 106 in the desired segment and frame sets. Alternatively, the user may 
know the serial numbers of each remote node 106 in the desired segment and frame 
sets, but, may not want to request registration from and register each remote node 106 
in an iterative manner (i.e., using method 500 above). For example, there may be a 
large number of remote nodes 106 in the desired segment and frame sets, and 
registering each remote node 106 one at a time may be too time consuming. 

[00090] Referring again to method 700, beginning at a start step, the user can transport 

interrogator node 1 02 to the storage area and initiate a registration process, for 
example, by powering on interrogator node 102 and inputting a predetermined 
command and necessary data to request the one or more remote nodes 106 belonging 
to a particular segment set and frame set to register with interrogator node 102. At 
step 702, interrogator node 102 receives the user request to register the multiple 
remote nodes 106 that belong to an addressed segment set and frame set. 

[000911 At step 704, interrogator node 102 retrieves the user-specified segment set 

number and frame set number. For example, the user may provide the desired 
segment set and frame set numbers contemporaneously with the request to register 
remote nodes 106 that belong to the specified segment set and frame set. 

[00092] At step 706, interrogator node 102 pads the serial number with zeros. In one 

embodiment, the serial number padded with zeros (i.e., serial number being all zeros) 
is an indication that all remotes nodes 106 that receive this register command and that 
are in the segment set and frame set specified in the register command, should respond 
to register command irrespective of its serial number. It is appreciated that a bit 
sequence other than all zeros, for example, a reserved or an unused bit sequence, may 
be used to indicate that all remote nodes 106 in the addressed range should respond to 
the register command. 

[00093] At step 708, interrogator node 102 determines a number of time slot delays 

that is necessary to receive the response messages from the responding remote nodes 
106. In one embodiment, each time slot delay is a response period (i.e., time slot) in 
which a responding (i.e., registering) remote node 106 (i.e., a remote node 106 that 
belongs to the addressed segment set and frame set) is to transmit a message (i.e., a 
response to the multiple node registration command) to indicate its presence and 
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desire to register with interrogator node 102. Moreover, each time slot delay is a time 
period during which interrogator node 102 receives the transmission of the message 
from a corresponding remote node 106. 

[00094] The number of time slots depends on the number of remote nodes 106 that can 

belong to a particular segment set and frame set. Stated another way, the number of 
time slots is dependent on the potential number of different serial numbers that can 
belong to a particular segment set and frame set (i.e., the length of or number of bits in 
the serial number field in identifier 306). For example, assuming that the serial 
number is composed of eleven (1 1) bits, the number of time slots is 2,048. 

[00095] Each time slot delay represents a length or duration of time that is sufficient 

for interrogator node 102 to calibrate its communication component 208 and receive a 
message that indicates the desire of a corresponding remote node 106 to register with 
interrogator node 102. Fig. 8 is an exemplary illustration of a time slot delay, 
according to one embodiment of the present invention. As illustrated, the first portion 
of each time slot delay (i.e., response period) is dedicated to interrogator node 102 
calibration to ambient noise in network 104. During the first portion of the time slot 
delay, interrogator node 102 calibrates its communication component 208 to the 
ambient noise present in network 104. For example, the noise will be ambient RF 
noise in the case of RF networks. 

[00096] The second portion (i.e., the remainder) of the time slot delay is dedicated to a 

responding remote node 106 response message. In one embodiment, each remote 
node 106 in an addressed segment set and frame set selects its assigned time slot or 
response period, and during the selected time slot, transmits a message (i.e., a 
predetermined signal or sequence of signals, a sequence of one or more bits, etc.) to 
interrogator node 102 to register with interrogator node 102 (i.e., the message is a 
response to the multiple node registration command). Interrogator node 102 
calibration to ambient noise and remote node 106 selection of its assigned time slot is 
further discussed below. 

[00097] It will be appreciated that the duration of a time slot (i.e., length of time for a 

time slot delay) is determined by factors such as, by way of example and not 
limitation, type of communication network utilized, rate of transmission on the 
utilized communication network, distance a signal needs to travel, etc. In one 
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experimental embodiment, a time slot delay of 26 (isec. was a sufficient response 
period to enable interrogator node 102 to calibrate for ambient RF noise and receive a 
response to the registration command from responding remote nodes 106. 

[00098] Referring again to method 700, at step 710, interrogator node 102 creates a 

multiple node registration command packet by, for example, concatenating an 
encoding for a "node register command," the segment set number, the frame set 
number, serial number, and the appropriate number of time slot delays. The serial 
number was previously padded with the requisite number of zeros (step 706), and the 
appropriate number of time slot delays was calculated based on the number of remote 
nodes 106 that can potentially respond (step 708). The multiple node registration 
command packet is a message that interrogator node 102 and remote nodes 106 
recognize and understand to be a command for remote nodes 106 that belong to the 
addressed segment set and frame set to register with interrogator node 102. 

[00099] Fig. 9 illustrates an exemplary multiple node registration command packet 

900, according to one embodiment of the present/invention. As depicted, packet 900 
is a bit sequence of zeros and ones followed by an appropriate number of time slot 
delays. By way of example, packet 900 is composed of thirty-seven (37) bits followed 
by 2,048 time slot delays. Generally, except for bit 0 to bit 10 (the serial number 
padded with zeros), the first thirty-seven bits of packet 900 are identical in format to. 
the thirty-seven bits comprising packet 500. In particular, in addition to the zeros 
placed in bits 0 to 10, the five bit binary encoding corresponding to the node register 
command is placed in the command field (bits 36 to 32), a binary representation of the 
segment set number is placed in the next twelve bits (bits 3 1 to 20), and a binary 
representation of the frame set number is placed in the next nine bits (bits 19 to 1 1) of 
packet 900. 

[000100] For example, assuming that the binary sequence '0001 1 * is the encoding for a 

node register command, the user may have previously requested registration of all 
remote nodes 106 belonging to segment set 9 and frame set 13. In this instance, 
packet 900 will contain the following bit sequence: 

'0001 1000000001001000001 10100000000000', followed by 2,048 time slot delays. 
Each of the 2,048 potential remote nodes 106 that can belong to the addressed 
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segment set and frame set is assigned to a corresponding time slot delay in which to 
respond to the multiple node registration command. 

[000101] In one embodiment, the first time slot delay (i.e., time slot delay 0) is assigned 

to remote node 106 having identifier 306 composed of the addressed segment set and 
frame set numbers and serial number 0, the second time slot delay (i.e. time slot delay 
1) is assigned to remote node 106 having identifier 306 composed of the addressed 
segment set and frame set numbers and serial number 1 , and so on up to the 2,048 th 
time slot delay. An appropriate remote node 106 wanting to register with interrogator 
node 102 in response to receiving the multiple node registration command packet 
waits for its appropriate time slot (i.e., based on its serial number) and transmits a 
message to indicate its intention to register with interrogator node 102. 

[000102] Referring again to method 700, at step 712, interrogator node 102 transmits the 

multiple node registration. command packet. For example, interrogator node 102 
transmits the just created packet 900, which contains the addressed segment set and 
frame set numbers, padded zeros for the serial number and the requisite number of 
time slot delays over network 104 for receipt by the one or more remote nodes 106 
that are coupled to network 1 04. 

[000103] It is appreciated that the time slot delays are not actually transmitted like the 

sequence of one and zeros over network 104, but, is a duration of time that is reserved 
for transmission of messages by remote nodes 106 in response to the multiple node 
registration command packet, and the receipt of the transmitted messages by 
interrogator node 102. Therefore, subsequent to transmitting the node register 
command, the segment set number, the frame set number, and zero-padded serial 
number portion of the multiple node registration command packet, interrogator node 
102 processes the registration command responses transmitted by responding remote 
nodes 106 during the response periods corresponding to the number of time slot 
delays. 

[000104] Fig. 10 illustrates a flow chart of one embodiment of a method 1000 by which 

remote node 106 processes a registration command, according to the present 
invention. Remote nodes 106 continuously monitor communication component 308 
for the receipt of messages, including the registration command packets, received via 
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network 104. Beginning at a start step, remote node 106 listens for and receives a 
network message (i.e., network data packet) at step 1002. 

[000105J At step 1004, remote node 106 determines if the received network data packet 

is a node register command. For example, remote node 106 determines from the 
command encoding in the received network data packet to determine if it is either a 
specific node registration command packet or a multiple node registration command 
packet. If remote node 1 06 determines that the received network data packet is not a 
node register command, then remote node 106 resumes processing, for example, 
processing the received network data packet, command/response communications and 
various other functions. 

[000106] If, at step 1004, remote node 106 determines that the received network data 

packet is a node register command, then, at step 1006, remote node 106 determines if 
it is in the addressed segment. The addressed segment is specified by the segment set 
number received as part of the node register command, and the segment set number of 
remote node 106 is contained in its identifier 306. If remote node 106 determines that 
its segment set number does not match the segment set number received as part of the 
node register command, then remote node 106 is not in the addressed segment and 
remote node 106 resumes processing, for example, command/response 
communications and various other functions. 

[000107] If, at step 1006, remote node 106 determines that it is in the addressed 

segment, then, at step 1008, remote node 106 determines if it is in the addressed 
frame. The addressed frame is specified by the frame set number; received as part of 
the node register command, and the frame set number of remote node 106 is contained 
in its identifier 306. If remote node 106 determines that its frame set number does not 
match the frame set number received as part of the node register command, then 
remote node 106 is not in the addressed frame and remote node 106 resumes 
processing, for example, command/response communications and various other 
functions. 

[000108] If, at step 1008, remote node 106 determines that it is in the addressed frame, 

then, at step 1010, remote node 106 determines if the serial number received as part of 
the node register command is padded with zeros (i.e., the serial number received is all 
zeros). If the serial number received as part of the node register command is not all 
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zeros, this indicates that the node register command is a command for a addressed 
remote node 106 to register with interrogator node 102 (i.e., that the received network 
data packet is a specific node registration command packet). 

[000109] If remote node 106 determines that the serial number received as part of the 

node register command is not all zeros, then, at step 1012, remote nodel06 determines 
whether its serial number, as specified in its identifier 306, matches the serial number 
received as part of the node register command. If remote node 106 determines that the 
received serial number matches its serial number, then remote node 106 knows that it 
is the addressed remote node 106. At step 1014, remote node 106 sets a registered 
flag to indicate its current status as registered with interrogator node 102. The 
registered flag may be maintained in memory 304. 

[000110] At step 1016, remote node 106 creates a specific node registration response 

packet. The specific node registration response packet is a message that is sent by a 
responding remote node 106 to interrogator node 102, and indicates that the 
transmitting remote node 106 wishes to register with interrogator node 102 in 
response to the receipt of a specific node registration command packet. 

[000111] Packet 600 is a suitable specific node registration response packet, according 

to the present invention. To indicate that packet 600 is a registration response 
transmitted by a specific remote node 106, the command field contains an encoding 
that corresponds to a "node register response." The segment set number, frame set 
number and serial number contains the segment set, frame set and serial number, 
respectively, of remote node 106 that is responding to the specific node registration 
command. 

[000112] At step 1018, remote node 106 transmits the specific node registration 

response packet. For example, remote node 106 transmits the just created packet 600, 
which contains its segment set number, frame set number and serial number, over 
network 104 for receipt by interrogator node 102. Subsequent to transmitting the 
specific node registration response packet, remote node 106 resumes processing, for 
example, command/response communications and various other functions. 

[000113] Alternatively, if, at step 1012, remote node 106 determines that the received 

serial number does not match its serial number, then remote node 106 knows that it is 
not the addressed remote node 106 and that the received node register command was a 
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command specifically directed to another remote node 106. In this instance, remote 
node 106 whose serial number does not match the received serial number resumes 
processing, for example, command/response communications and various other 
functions. 

[000114] Alternatively, if, at step 1010, remote node 106 determines that the serial 

number received as part of the node register command is all zeros, this indicates that 
the node register command is a command for remote nodes 106 in the addressed 
range, as determined from the specified segment set and frame set numbers, to register 
with interrogator node 102. In this instance, because remote node 106 determined that 
it is in the addressed segment (step 1006) and addressed frame (step 1008), remote 
node 106 knows that it is in the addressed range and that it should respond to the node 
register command. 

[000115] At step 1020, remote node 106 waits for the its appropriate time slot. As 

previously discussed, the time slots can be considered a part of the node register 
command in that, the time slots follow bit 0 of the multiple node registration 
command packet. The appropriate time slot is determined by the serial number of 
remote node 106. It is appreciated that the duration of each time slot is predetermined 
and remote node 106 knows the duration of each time slot and, thus, knows how to 
determine its time slot. Stated another way, remote node 106 knows the duration of 
time to wait before transmitting and, moreover, knows the duration of time to transmit 
before stopping its transmission. 

[000116] At step 1022, remote node 106 transmits a response during its corresponding 

time slot. In one embodiment, the transmitted response is a signal that represents 
'true' or 4 1 \ Remote node 106 transmits this signal for the duration of the time slot to 
signify its response to the node register command and its desire to request to register 
with interrogator node 102. In other embodiments, the transmitted response (i.e., 
response message) may be a signal at a predetermined signal level, a, sequence of 
signals at varying signal levels, a predetermined sequence of one or more bits, and the 
like. 

[000117] At step 1024, remote node 106 sets a tentatively registered flag to indicate its 

current status as tentatively registered with interrogator node 102. The tentatively 
registered flag may be maintained in memory 304. Subsequent to setting the 
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tentatively registered flag, remote node 106 resumes processing, for example, 
command/response communications and various other functions. 

[000118] Fig. 1 1 illustrates a flow chart of one embodiment of a method 1 100 by which 

interrogator node 102 processes a registration response from an addressed remote 
node 1 06, according to the present invention. Interrogator node 1 02 may have 
previously transmitted a specific node registration command packet, and the addressed 
remote node 106 may have transmitted a specific node registration response packet. 
Beginning at a start step, interrogator node 102 listens for and receives a specific node 
registration response packet at step 1 102. For example, interrogator node 102 may 
continuously monitor communication component 208 for the receipt of messages, 
including specific node registration response packets. 

[000119] At step 1 104, interrogator node 102 determines the responding remote node 

106 from, for example, the contents of the specific node registration response packet. 
Interrogator node 102 then identifies the responding remote node 106 as registered. In 
one embodiment, interrogator node 102 may identify registered remote nodes 106 in a 
registration table maintained on data store 206. The registration table may contain the 
identifier 306 of each registered remote node 106. Interrogator node 102 then resumes 
processing, for example, command/response communications and various other 
functions. 

[000120] Fig. 12 illustrates a flow chart of one embodiment of a method 1200 by which 

interrogator node 102 processes messages received in response to a multiple node 
registration command packet, according to the present invention. Interrogator node 
102 may have previously transmitted a multiple node registration command packet, 
for example, utilizing method 700 discussed above. Method 1200 is a process by 
which interrogator node 102, subsequent to transmitting the multiple node registration 
command packet, processes the response messages received in the corresponding time 
slots which were reserved for the transmission and receipt of the messages. 

[000121] Beginning at a start step, interrogator node 102 sets a time slot selector 

indicator to a value that represents the time slot that is currently being processed at 
step 1202. For example, at a first iteration of method 1200, interrogator node 102 
may set (or initialize) the time slot selector indicator to zero (0) to indicate that time 
slot 0 is currently being processed. Thus, interrogator node 102 knows that a message 
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received during the current time slot would have been transmitted by remote node 1 06 
having the addressed segment set and frame set numbers and a serial number equal to 
that of the time slot selector indicator (i.e., zero). In succeeding iterations of method 
1200, interrogator node 102 may set the time slot selector indicator by incrementing 
the value of the time slot selector indicator. 
[000122] At step 1204, interrogator node 102 calibrates its receiver (i.e., communication 

component 208). Fig. 13 illustrates a flow chart of one embodiment of a method 1300 
by which interrogator node 102 calibrates its receiver, according to the present 
invention. Beginning at a start step, interrogator node 102 determines the level of 
ambient noise in the network (i.e., network 104) at step 1302. In particular, 
interrogator node 102 monitors the network for substantially the duration of the 
calibration period (see Figure 8) and establishes a ceiling for the detected ambient 
noise. For example, interrogator node 102 may listen to the network when the 
network is not active (i.e., there are not transmission occurring on the network) and 
measure the top of a bad signal. In this instance, the background noise is the bad 
signal. 

[000123] At step 1304, interrogator node 102 sets the threshold for a good signal to a 

predetermined level above the ceiling of the ambient noise. The predetermined level 
is determined by factors such as, without limitation, the quality of the network, the 
transmission medium, sophistication of the communication equipment, Fig. 14 
illustrates an exemplary calibration period, according to one embodiment of the 
present invention. As depicted, interrogator node 102 sets the threshold for a good 
signal to a predetermined value 'delta' above the top of the measured noise. A signal 
level at substantially the bottom or floor of the threshold for the good signal represents 
the value 'false' or '0'. A signal at a level incrementally higher level than the floor of 
the threshold for the good signal represents the value 'true' or '1'. 

[000124] Subsequent to calibrating its receiver, at step 1206, interrogator node 102 

determines whether the remote node 106 that corresponds to the time slot selector 
indicator responded to the previously transmitted multiple node registration command 
packet. In one embodiment, interrogator node 102 listens to the network to determine 
if a signal that signifies a 'true' or ' 1 ' is being transmitted. Interrogator node 102 
monitors or listens to the network for this signal for the substantial remainder of the 
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time slot duration (i.e., the duration of the time slot period remaining after the 
calibration period). 

[000125] If, at step 1206, interrogator node 102 detects a transmission of a signal 

signifying a 'true' or T, then, at step 1208, interrogator node 102 identifies the 
responding remote node 106 (i.e., remote node 106 having the addressed segment set 
and frame set numbers and the serial number corresponding to the time slot that is 
currently being processed) as registered. In one embodiment, interrogator node 102 
may identify registered remote nodes 106 in the registration table maintained on data 
store 206. 

[000126] Alternatively, if, at step 1206, interrogator node 102 fails to detect a 

transmission of a 'true' or '1' signal (i.e., interrogator node 102 detected a 'false' or 
'0' signal), or subsequent to detecting the transmission of a 'true' or '1' signal and 
identifying the transmitting remote node 106 as registered, interrogator node 102 
determines if the time slot indicator is set to the last time slot at step 1210. If it is not 
the last time slot, then there are more time slots to process and interrogator node 102 
proceeds to step 1202 to process the next time slot. 

[000127] A 'false' or '0' signal detected during a time slot indicates that the 

corresponding remote node 106 (i.e., remote node 106 that is assigned to the time slot 
and which would have transmitted a response to the node register command) is not in 
the network and has not been registered. It may also indicate, that the corresponding 
remote node 106 could not be heard by interrogator node 102 and has not been 
registered. This condition may indicate that the corresponding remote node 106 is not 
available to communicate with interrogator node 102 and may require interrogator 
node 102 to be physically moved and a new registration performed for the 
corresponding remote node 106. 

[000128] Alternatively, if, at step 1210, interrogator node 102 determines that the last 

time slot has been processed, then, at step 1212, interrogator node 102 creates and 
transmits a registered nodes confirmation packet. The registered nodes confirmation 
packet may be broadcast by interrogator node 102 and is a message that identifies the 
recently registered remote nodes 106 (i.e., remote nodes 106 which were registered as 
a result of the current multiple node registration process). 
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[000129] Fig. 15 illustrates an exemplary registered nodes confirmation packet 1500, 

. according to one embodiment of the present invention. As depicted, packet 1500 is a 
bit sequence of zeros and ones followed by an appropriate number of time slot delays. 
By way of example, packet 1500 is composed of a plurality of bits which indicate that 
packet 1500 is a "registered nodes confirmation command," followed by 2,048 time 
slot delays. In one embodiment, during each time slot delay, interrogator node 102 
transmits a 'true' or ' V signal if remote node 106 that corresponds to the time slot was 
registered as a result of responding to the multiple node registration command packet 
that is being currently processed. In other embodiments, similar to the response 
message, the transmitted signal may be a signal at a predetermined signal level, a 
sequence of signals at varying signal levels, a predetermined sequence of one or more 
bits, and the like. 

[000130] For example, if remote node 106 having serial number 10 was recently 

registered, interrogator node 102 will transmit a 'true' or T signal during the eleventh 
time slot delay (note: time slot delays start at zero). Otherwise, interrogator node 102 
will not transmit a signal (i.e., remain silent) during a time slot delay to signify that 
the corresponding remote node 106 has not been registered during the current multiple 
node registration process. Subsequent to creating and transmitting packet 1 500, 
interrogator node 102 resumes processing, for example, command/response 
communications and various other functions. 

[000131] Fig. 16 illustrates a flow chart of one embodiment of a method 1600 by which 

remote node 106 processes a registered nodes confirmation packet 1500, according to 
the present invention. Remote nodes 106 monitor communication component 308 for 
the receipt of messages, including the registered nodes confirmation packet, received 
via network 104. Beginning at a start step, remote node 106 listens for and receives a 
registered nodes confirmation packet at step 1602. 

[000132] At step 1604, remote node 106 determines whether it should process the 

received registered nodes confirmation packet. The registered nodes confirmation 
packet is a command that alerts registering remote nodes 106 to test their time slot and 
to verify that interrogator node 102 has heard their response and is identifying them as 
being registered. In one embodiment, remote node 106 may determine whether it 
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should continue processing the registered nodes confirmation packet from the status of 
its tentatively registered flag. 

[000133] For example, if remote node 106 is a registering remote node 106 (i.e., remote 

node 106 responded to the most recent multiple node registration command packet), 
its tentatively registered flag would be set and remote node 106 would be expecting a 
registered nodes confirmation packet. Conversely, if remote node 106 is not a 
registering remote node 106, then its tentatively registered flag would not be set and 
remote node 106 would not be expecting a registered nodes confirmation packet. 

[000134] If, at step 1604, remote node 106 determines that it should not continue 

processing the registered nodes confirmation packet, then remote node 106 discards 
the registered nodes confirmation packet and resumes processing, for example, 
command/response communications and various other functions. Alternatively, if, at 
step 1604, remote node 106 determines that it should continue processing the 
registered nodes confirmation packet, then, at step 1606, remote node 106 waits for 
the proper time slot. Remote node 106 determines the proper time slot from its serial 
number. 

[000135] At step 1608, remote node 106 determines whether it received a confirmation 

response during its time slot. Remote node 1 06 listens to the network during its 
designated time slot for a confirmation response signal. In one embodiment, a 'true' 
or ' I' signal indicates a confirmation from interrogator node 1 02 that remote node 1 06 
has been registered. If remote node 106 fails to receive or detect a confirmation 
response during its time slot, then, at step 1612, remote node 106 clears its tentatively 
registered flag and resumes processing, for example, command/response 
communications and various other functions. 

[000136] Alternatively, if, at step 1608, remote node 106 receives or detects a 

confirmation response during its time slot, then, at step 1610, remote node 106 sets a 
registered flag to indicate its current status as registered with interrogator node 102. 
Remote node 106 also clears its tentatively registered flag and resumes processing, for 
example, command/response communications and various other functions. 

[000137] This invention may be provided in other specific forms and embodiments 

without departing from the essential characteristics as described herein. The 
embodiments described above are to be considered in all aspects as illustrative only 
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and not restrictive in any manner. The following claims rather than the foregoing 
description indicate the scope of the invention. 
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